METOANYECKME PEKOMEHOALIN O PASMELLEHN HA MHOOPMALIMOHHBLIX CTEHOAX, OOULIMANBHBIX UHTEPHET-CANTAX U
OPYTUX MHOOPMALIMOHHLIX PECYPCAX OBLLEOBPA3OBATEbHbLIX OPITAHMU3ALIMA M OPFAHOB, OCYLLECTBAAOLWX
YNPABJIEHVE B COEPE OBPA3OBAHUNA, NHPOPMALINN O BE3OMNMACHOM NMOBEJEHUN N UCMONB3OBAHNN CETU "MIHTEPHET"
(nncemo MuHobpHaykn P® ot 14.05.2018 Ne(08-1184)

NAMATKA ]
[NS OBYYAIOILMXCA OB MHOOPMALIMOHHO! BE3OMACHOCT/ [ETEM

HENb3A4

1. Bcem nogpsag coobwaTb CBOK YacTHY WHdopmauuio (Hactoswme ums, damunuio, TenedoH,
ajpec, HOMep LWKOrMbI, a Takke doTorpadun cBou, CBOEN ceMbn U Apy3en);

2. OTKpblBaTb BNOXEHHbIE (hainnbl 9NeKTPOHHOW MOYTLI, KOrAa He 3Haellb OTnpaBuTens;

3. TpybuTb, NnpuanpatbCs, OkasbiBaTb AaBreHVe - BECTU cebs HEBEXITMBO W arpeccuBHO;

4. He pacnopsxkanca pneHbramm TBoel cembu ©0e3 paspelleHuss cTapwux - Bcerga cnpawuvsan
pooutenen;

5. He BcTpevanica ¢ WHTepHeT-3HaKOMbIMWU B peanbHOW XW3HU - MOCOBETYNCS CO B3POCHbIM,
KOTOpOMY [OBepsieLLb.

OCTOPOXHO

1. He Bce nuwyTt npaegy. Yutaewb o cebe HenpaBgy B VIHTepHeTe - coobwmn o6 3TOoM CcBOMM
poOuTENSIM U ONeKyHaM;

2. [lpurnawatoT nepenucbiBaTbCs, Urpatb, 0OMeHMBATLCA - MPOBEPb, HET NN NOABOXA;

3. HesakoHHoe konuposaHue c¢annoe B VIHTepHeTe - BOPOBCTBO;

4. Bcerga pacckasbiBail B3poCfbIM O Npobrnemax B CETU - OHU Bcerga nomoryT;

5. Wcnonb3yh HacTponku 6e30macHOCTM W NPUBATHOCTM, 4TOObI HE MNOTEpPATb CBOW aKKayHTbl B
COLCETAX W Apyrux noptanax.

MOXHO

1. YBaxal gpyrux nonb3oBateneu;

2. [Monb3yewbcs VIHTEPHET-UCTOYHNKOM - Aenan CCbISIKY Ha HEro;

3. OTKpbIBal TONbKO T€ CCbIIKM, B KOTOPLIX YBEPEH;

4. O6waTbca 3a NOMOLLBID B3pPOCMbIM - POAWUTENW, OMEKYHbl U agMUHUCTPaUUsi CalToB Bcerga nomMoryT

NHOOPMALIMOHHAA MAMATKA
OnA ObYYAIOLWKXCA

C KaxabIM rooomM MOMOAEXN B UHTEPHETE CTAHOBUTLCA OOMbluUe, a LWKOMbHUKN OOHU U3 CaMblX aKTUBHbIX
nonb3oBartenen PyHeTa. Mexagy Tem, MOMWMO OrFpOMHOrO KONM4yecTBa BO3MOXHOCTEW, MHTEPHET HeceT U
npobnembl. 3Ta NaMaTKa OOMKHA Nomoyb Tebe 6e3onacHO HaxoanTLCS B CETH.

KomMmnbloTepHble BUPYCbI

KoMnbloTepHbI BUPYC - 3TO pa3HOBUAHOCTb KOMMbIOTEPHbBIX NPOrpamMMm, OTIIMYUTENTbHON OCOBEHHOCThIO
KOTOpOW SIBMSIETCA CNOCOOHOCTb K pasmMHOXeHuto. B gonomnHeHne k 3TOMy, BUPYCbl MOTyT MOBpPEAUTb WU
MOJSTHOCTBK YHUYTOXUTb BCe palnbl U aHHble, MOAKOHTPONbHbIE MOMb30BaTEN0, OT MMEHU KOTOpOro Obina
3anylleHa 3apaXeHHas nporpamma, a Takke NoBpeauTb UMW Aaxe YHUYTOXUTb OMNepauuoHHY CUCTEMY CO
BceMu cpannamu B uenom. B 6onblIMHCTBE ClyYyaeB pacnpoOCTPaHAKTCHA BUPYCbl Yepe3 UHTEPHET.

MeToabl 3aLMThl OT BPEOOHOCHbIX MPOrpamm:

1. Wcnonb3yh COBpPEMEHHbIE OMepauuOHHbIE CUCTEMbI, UMEILME Cepbe3Hbli YPOBEHb 3aluUTbl OT
BPEOOHOCHbIX NPOrpamMm;

2. TocTtosiHHO ycTaHaBnuBan navytu (undpoBble 3annaTky, KOTOpble aBTOMaTUYECKN yCTaHaBMMBalTCA
C uenbto gopaboTkm nporpammbl) U apyrne oOHOBMEHNS CBOEW onepaumoHHon cuctembl. CkaunBam Nx TOMNbKO
¢ odmumanbHoro canta paspabotumnka OC. Ecnu cywecTByeT pexmm aBTOMaTUYECKOro OOHOBIIEHUS, BKITHOYM
ero;

3. Pabortanm Ha cBoeM KoOMMblTepe noa npaBamMu MNofb3oBaTend, a He agMuWHUCTpaTopa. JTO He
No3BONUT OONbLUMHCTBY BPEOOHOCHbBIX MPOrpaMM MHCTanIMpoBaTbCA HA TBOEM NEPCOHANBbHOM KOMMbIOTEPE;

4. Vicnonb3ym  aHTUBUPYCHblE  MpPOrpamMMHble  MPOAYKTbl  M3BECTHbIX  MpPOM3BOAUTENEN, C
aBTOMaTnyecknm obHoBneHuem 6as;

5. OrpaHnyb M3MYecKnii OCTYN K KOMMNbOTEPY A5t NOCTOPOHHUX NNL;

6. Vcnonb3yn BHeLWHWE HOCUTENU WHOpMaUWUKW, TakMe Kak cnewuka, AUCK UNu ann M3 UHTepHeTa,
TOMBbKO M3 MPOBEPEHHbLIX UCTOYHUKOB;



7. He oTkpbiBan KOMNblOTEPHblE hainbl, NOMyYeHHblE U3 HEHaOEXHbIX WUCTOYHUKOB. Oaxe Te dhaunsl,
KOTOpble npucrarn TBOW 3HaKOMbIA. Jlydlle yTOYHW y HEro, oTNpaensan v oH Tebe ux.
Cetn WI-FI

Wi-Fi - 9TO He BuA nepedayn OaHHbIX, HE TEXHOMNOrMs, a Bcero nuwb OpeHg, mapka. Ewe B 1991 rogy
HuaepnaHackas KomnaHus 3apeructpuypoBana 6peng "WECA", 4to o6o03Hadano cnosocoyeTaHue "Wireless
Fidelity", koTopbli nepeBoanTcs Kak "6ecnpoBogHas TOMHOCTL".

Jo Hawero BpemeHn powna apyras abbpesBuatypa, KoTopasi SBMSETCA TakoW >Xe TexHonoruen. ITo
abbpesunatypa "Wi-Fi". Takoe HazBaHWe ObINO 4aHO C HAMEKOM Ha CTaHAapT BbICLLEN 3BYKOBOMW TeXHUKKN Hi-Fi, 4To B
nepeBofe 03Ha4aeT "BblCOKas TOYHOCTL".

Oa, ©ecnnaTtHbll WHTEPHET-A4OCTYN B Kade, OTENAX M asponopTax SBMSETCA OTMAMYHOW BO3MOXHOCTbIO
BbIXOAa B UHTEPHET. HO MHOMMe aKkcnepThl cunTaroT, YTo obwenoctynHble Wi-Fi ceTn He aBnsitoTca 6e3onacHbIMU.

CoBeTbl No 6e3onacHocTN paboTbl B 06LweaocTynHbIX ceTax Wi-fi:

1. He nepepaBaii cBol nuuHyl0 uHopmaumo 4Yepes obwenoctynHole Wi-Fi cetn. Pabortass B Hux,
XenaTtenbHo He BBOAUTb Maponun AocTyna, NorMHbl U Kakne-t1o Homepa;

2. Wcnonb3yi 1 06HOBNANW aHTMBMPYCHbIE MporpaMmbl U OpaHamayep. Tem cambiM Tbl 06e30nacuilb ceds oT
3aKayku BMpyCca Ha TBOE YCTPOMWCTBO;

3. [Mpwu ucnonbzosaHum Wi-Fi otkntoum pyHkumio "O6wmin goctyn k dpainam u npuHtepam". JaHHas dyHKLns
3aKpbiTa N0 YMOMYaHUO, OAHAKO HEKOTOpPbIE NOMb30BaTENM akTUBMPYIOT ee Anst yaobcTea Ucnonb3oBaHus B paboTe
unu y4yebe;

4. He vcnonb3yn nybnuuHbii WI-FI ona nepegaym NUYHbIX AaHHbBIX, HAaNpUMep Ans Bbixoga B coumanbHbie
CETU NN B 3NEKTPOHHYIO MOYTY;

5. Wcnonb3yn Tonbko 3awumuieHHoe coeguHeHune vepe3 HTTPS, a He HTTP, 1.e. npu Habope BebG-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHOM TenedoHe oTknoum GyHkumio "lMoaknovenne k Wi-Fi aBTomaTtudeckn". He pgonyckan
aBTOMAaTMYECKOro NoAKMYeHns yctponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CouunanbHble ceTn

CoumanbHble CeTM akTMBHO BXOAAT B Hally >KW3Hb, MHOMME niogu paboTaloT M XKUBYT TaM MOCTOSIHHO, a B
Facebook yxe 3apermctpupoBaH Munnuapg YenoBek, YTO SABMASETCA OO4HOWM CeAbMOM BCEX XWUTENEn MnnaHeThl.
MHorve nonb3oBaTenyu He MOHUMAIOT, YTO MHGOPMALKWS, pasMelleHHas UMK B COUMarbHbIX CeTsX, MOXET ObiTb
HareHa 1 UCnonb3oBaHa KeM YrogHo, B TOM Yucne He 0bas3aTenbHO ¢ brnarmmm HamepeHusaImu.

OcHoBHble coBeTbl N0 6€30MacHOCTU B COLMarnbHbIX CETSX:

1. OrpaHundb cnncok gpysen. Y 1ebst B Apy3bsxX HE AOMKHO ObITb CryYanHbIX U HE3HAKOMbIX FOAEN;

2. 3awmuwan cBOK 4YacTHy XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOEro pPOXOEHUS U
OPYryI0 NUYHYI0 MHGOPMaLMo. 3MOYMbILLAEHHUKUN MOTYT UCMONb30BaTh Aaxe MHOPMaLmMio O TOM, KakK Tbl U TBOU
poanTenu nnaHupyeTe NpoBECTU KaHUKYIbI;

3. Bawwmwan cBo penyTauuio - AepXn ee B YACTOTE U 3agaBan cebe Bonpoc: xoTen 6bl Tbl, YTOOLI Apyrue
nonb3oBaTeny BUAENK, YTO Tl 3arpyxaewb? [Nogyman, npexage Yem 4To-To onybnunkoBaTb, HanMcaTb U 3arpy3unTb;

4. Ecnu Tbl roBOpULLb C MOABMU, KOTOPbIX HE 3HaeLlb, HE UCMOMb3YIM CBOE pearibHOe MMS U APYryH0 MNYHYI0
NHGOPMaLINK: UMS1, MECTO XXUTENbCTBA, MECTO y4ebbl 1 NpoYeE;

5. WNaberan pasmelleHns gpoTtorpadumn B IHTepHETe, rae Tbl M306paXKeH Ha MECTHOCTM, MO KOTOPOM MOXHO

onpenenutb TBOE MECTOMOSOXKEHNE;

6. [Mpu pernctpaumm B coumanbHON ceTn HeOBXOANMO NCMONb30BaTh CrOXHbIE Naponu, coctosLne n3 byks
1 undp U C KONTMYECTBOM 3HAKOB HE MeHee 8;

7. [Onsa coumanbHOWM ceTw, NOYTbl U APYTMX CanToB HEOOXOAMMO MCMONb30BaTh pasHble naponu. Torga ecnu
TebSA B3NOMatoT, TO 3MOYMbILLFIEHHUKX NOyYaT 4OCTYN TONMbKO K O4HOMY MECTY, a He BO BCe cpasy.

OneKTpOHHbIe AeHbIv

OneKTPOHHbIE AeHbIN - 3TO 0YeHb YOOOHbIN cnocob nnaTexel, O4HAKo CYLLECTBYHOT MOLLUEHHUKA, KOTopble

XOTAT MNONYYUTb 3TN AEHbIN.

OneKTPOHHblE AEHbIM MOSIBUNMCL COBCEM HeOaBHO M MMEHHO M3-3a 3TOTO BO MHOTMMX rocygapcTBax A0 CUX
nop He NPONMUcaHo MPO HUX B 3aKOHaX.

B Poccum ke OHU (PYHKLUMOHMPYIOT M O HMX YXKe MPOMMUCaHO B 3aKOHe, FAe VX pasfensitoT Ha HECKOSbKO
BMOOB - aHOHUMHbIE U HE aHOHUMHble. PasHuLa B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOpLIX paspeliaeTcs
npoBoaAUTb onepauuM 6e3 uaeHTUMUKaLUM Nonb3oBaTtens, a B HeaHOHWMHbIX WAEeHTU(MKaUUSA nonb3oBaTens
aBnsAeTca obsasaTenbHON.

Takke cnegyeT pasnuyaTb 3EKTPOHHble (uaTHble OeHbrM (paBHbl TOCYAAPCTBEHHbIM BanioTam) U
3MEeKTPOHHbIEe HednaTHbIe AeHbIV (HE paBHbI FOCYAaPCTBEHHBLIM BantoTam).

OcHoBHble coBeTbl Mo 6e3onacHol paboTe ¢ 3NEeKTPOHHLIMU AeHbramu:



1. TMpuBsxM K cyeTy MOBUNbHBIN TenedoH. 3TO camblii YAO0OHbBIN 1 BbICTPBIN CNOCO6 BOCCTAHOBUTL AOCTYM K
cyety. lMpuBaA3aHHbIN TenedoH MOMOXET, ecnu 3abygellb CBOW MMATEXHbIM Mapofib WNW 3aifellb Ha CalT C
HEe3HaKoMOro yCTpPOMWCTBA;

2. Vcnonb3yn ogHopasoBble naponu. lNocrne nepexoga Ha yCUITEHHYO aBTopu3auuto Tebe yxe He Oyaer
yrpoXaTtb ONacHOCTb KpaXKku UIv nepexearta nnaTexxHoro napons;

3. Bblbepu crnoxHbii naponb. lNpecTynHukam OygeT He MpOCTO yradaTb CIIOXHbIA naponb. HagexHble
naponu - 3To Naponu, KOTopble coaepxaT He MeHee 8 3HaKOB M BKIMOYaloT B ce0si CTPOUYHLIE M NPOMUCHbIE BYKBbI,
LUMdpbl U HECKONMBbKO CUMBOSIOB, TakuMe Kak 3HaK gonnapa, dyHTa, BOCKnMUaTenbHbIA 3HaK U T.n. Hanpumep,

$tRONg!;

4. He BBOAM CBOU NUYHbIE JAaHHbIE HA calTax, KOTOPbIM He JOBepsieLLb.

AneKTpoHHaA noyrta

OneKTpOHHas noyTta - 9TO TEXHOMNOrMs W NpeaocTaBnseMble €l YCryru Mno nepecbiike U MOoyyYeHuo
3MNEKTPOHHbIX COOOLLEHWNIA, KOTOPblE pacnpenenstoTcss B KOMNbIOTEPHON ceTh. OObIMHO 3MEKTPOHHbIA MOYTOBLIN
AWMK BbIMMSAUT cnegylowmMm obpasom: MMS_Nonb3oBaTensa@uMmsl_foMeHa. Takke Kpome nepegadm npocToro
TeKkcTa, MMeeTCs BO3MOXHOCTb NepeaasaTth hannbl.

OcHoBHble coBeTbl N0 6e3onacHol paboTe C aNEeKTPOHHON NOYTOMN:

1. Hapo BbiGpaTb MpaBuUrbHbIN MOYTOBBLIA CepBUC. B MHTEpHeTe ecTb OrpomHbI BbiGop GecnnaTHbIX
MOYTOBbLIX CEPBUCOB, OOHAKO Nyylle A0BEPATb TEM, KOO 3HaeLlb U KTO NePBbIA B PENTUHTE;

2. He ykasbiBah B §MYHOW noyTe NWUYHY0  uHdopmaumio. Hanpumep, nydwe BbiGpaTb
"My3blkanbHbIn_aHaTt@" unu "pok2013" BmecTto "Temal13";

3. Wcnonb3yi oByxaTanHyo aBTopmusaumio. ITO Korga NnoMUMO Naponsa HYXXHO BBOAUTb KOA, NPUCHINaeMbIit
no SMS;

4. Bbibepu CnoxHbl napornb. [ns KaXaoro NoYToBOro siluka AormkeH 6bITb CBOW HaAEeXHbIN, YCTONUYMBBIN K

B3NOMY Naporb;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb CamOMy CBOM JIUYHbIA BONPOC, NCNOMb3YN 3TY BO3MOXHOCT;

6. Vcnonb3yn HECKONMbKO MOYTOBbLIX AWMKOB. epBbIN ANS YacTHOW Nepennucky ¢ agpecaTtaMu, KOTOPbIM
Tbl AOBepsiellb. OTO SNEKTPOHHbINA agpec He Haf4o UCNoNb30BaTh NpU perncTpaumm Ha opymax u cantax;

7. He oTkpbiBan dannbl u Opyrne BROXEHWs B MUCbMax, OaXe €CNM OHM NPULLIM OT TBOMX ApYy3en.
Jlyuyie yTouHM y HUX, OTNpaBNanu nv oHn Tebe 3Tn dharinsl;

8. [Mocne okoH4YaHusi paboTbl Ha MOYTOBOM CEpPBUCE Nepen 3akpbiTUEM BKNAAKM C cautom He 3abyab
HaxkaTb Ha "Bbintun".

KubepbynnuHr unm BupTyanHoe u3peBaTeNbCTBO

KnbepOynnuHr - npecnegoBaHue coobuweHnamm, cogepxawmmm ockopbrneHmns, arpeccuto, 3anyrmpaHme;
XYNUraHCcTBO; couunarnbHoe BOMKOTUPOBAHNE C MOMOLLbIO PA3NNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KNGepPOYNANHIoM:

1. He 6pocanca B 6on. Jlyqywmnn cnocob: nocoBeTtoBaTbCs kak cebs BECTU M, €CrU HET TOro, K KoMy
MOXHO 00paTuTbCA, TO BHa4yane ycnokomtbcs. Ecnu Tbl Ha4YHelWwb oTBeYaTb OCKOpOneHnamMmmn Ha ockopbneHus,
TO TONbKO elle Gonblie pasoxkelb KOHQUKT;

2. Ynpaenan ceoen knbeppenytauunen;

3. AHOHMMHOCTb B C€TU MHUMasd. CyLleCTBYOT CMOCOObI BbISCHWUTb, KTO CTOUT 338 @HOHMMHbLIM aKKayHTOM;

4. He cTouT BecTtu xynuraHcknn obpas BMpPTyanbHOM XNU3HU. NHTEpHET duKcMpyeT BCe TBOM OENCTBUSA
N COXpaHseT ux. YaanuTtb Ux bygeT kpanHe 3aTpygHUTENBHO;

5. Cobnogan cBow BUPTyarbHY YeCTb CMOJSIOAY;

6. WrHopupyn eauwHumyHbldi  HeratmB. OpHopasoBble  ockopbuTenbHble  COObLWEeHMa  nydywe
urHopupoBaTb. OBbIYHO arpeccusi NpekpalwaeTcs Ha HayanbHON CTaguu;

7. baH arpeccopa. B nporpammax obMeHa MrHOBEHHbIMU COOBLLEHNSMU, B COUMAlbHbIX CETSX eCTb
BO3MOXHOCTb OITOKMPOBKU OTNPAaBKN COOBLLEHUN C ONpeaeneHHbIX agpecos;

8. Ecnu Tbl cBMaeTens knbepbynnuHra. TBou AeNcTBUSA: BbICTYNUTb NPOTUB NpecnegoBaTtens, nokasaTb
€My, 4YTO ero AEenCTBMSA OLIEHMBAIOTCHA HeratmMBHO, MoggepXaTb XXepTBY, KOTOPOW HyXHa Mcuxonorundeckas
nomMoLb, COOBLNTE B3POCIbIM O (haKTe arpecCUBHOIO NOBEOEHMS B CETU.

Mob6unbHbIl TenedoH

CoBpeMeHHble cMapTdOHbl U MNaHWweTbl cogepxaT B ceGe BrnofHe B3pochblii ddyHKUMOHAN, U Tenepb
OHW MOTYT KOHKYpMpOBaTb CO CTauMOHapHbIMM KoMnbioTepamu. OgHako, CpeacTB 3awuTbl ANs NoAo6HbIX
YCTPOMUCTB Moka o4YeHb marno. TecTMpoBaHUE U MOUCK YSA3BMMOCTEN B HUX NPOUCXOAUT HE TaK MHTEHCUMBHO, Kak
ans MK, 1o xe camoe kacaeTcs U MOBUIbHBIX NPUITOXEHWUNA.

CoBpeMeHHble MOOWNbHble Gpay3epbl YyXe NPakTUYecKU [AOorHanu HacTofbHble aHanoru, OAHaKo



paclmpeHme yHKuMoHana BnedveTt 3a cobor 60NbLUYHO CNOXHOCTb M MEHbLLUYHO 3aLLULLEHHOCTb.

[aneko He Bce NpPoOU3BOAUTENN BbIMyCKalOT OOHOBMEHUS, 3aKpbiBaloLWMNe KPpUTUHECKME YA3BUMOCTU TS
CBOMX YCTPOWUCTB.

OcHoBHble coBeTbl Anst 6esonacHoCT MOBUNbHOIO TenedoHa:

Hunuyero He saBnsietca no-Hactosiwemy OecnnaTtHbiM. Byab ocTopoxeH, Begb korga Tebe
npegnarawT

GecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKpPbIThI Kakne-TO NraTHbIe YCyru;

Oyman, npexage 4em otnpaBuTb SMS, doTo mnm Bugeo. Tbl TOYHO 3Haellb, rge OHM ByayT B KOHEYHOM
utore?

Heobxoanmo obHOBMATL onepaumoHHy0 cMCTeEMY TBOero cMapTdoHa; Mcnonbayin
AHTMBUPYCHbIE NporpaMmbl Anst MOOUIbHLIX TenedOHOB;

He 3arpyxai npunoxeHuss OT HEU3BECTHOro MWCTOYHWKA, BeAb OHW MOryT cogep)aTb BpegoHOCHOe
nporpammHoe obecnedeHue;

Mocne Toro Kkak Tbl BblOELWb C caTa, rae BBOAMI NIMYHYIO MHOpMaUMo, 3ainan B HAaCTPONKM Opay3epa u
yoanu cookies;

Mepuoguyeckn NpoBepsan, Kakme nnaTHble YCryru akTMBMpOBaHbl Ha TBOEM HOMEPE;

[asaw cBol HOMep MOBUNBLHOrO TenedoHa TONbKO NIAAM, KOTOPbIX Thbl 3HAELWbL U KOMY goBepsieLlb; Bluetooth
OOIMKeH ObITb BbIKIIOYEH, Korga Tbl UM He nonb3yelubes. He 3abbiBal nHorga npoBepsiTb 3TO.

Online urpbl

COBpeMeHHbIe OHﬂaVIH-MprI - 9TO KpaCo4Hble, 3aXBaTblBaroLne pa3Briev4eHund, 06'be,lJ.VIH$|IOLIJ.VIe COTHU TbICAY
Yyenosek No Bcemy mupy. Arpoku mccneayoT gaHHbIA UM MUp, OBLWaTCa ApYyr C OPYroM, BbINOMHSAIOT 3adaHus,
CpaxalTcA C MOHCTpamMun W nony4yarT OnbIT. 3a YAOBOJIbCTBME OHU NNaTtdaT. NOKynarwT OUCK, onnadvynBarT
aboHeMEHT nnn npuobpeTaroT Kakne-To onuun.

Bce aTu cpeactea mayT Ha nogdepkaHue W pasBUTME WUMpbl, a Takke Ha camy 06e30nacHOCTb:
COBEpPLUEHCTBYIOTCA CUCTEMbl aBTOPM3aLUW, BbIMyCKAOTCA HOBble naTtuu (UudpoBble 3annaTkv And nporpamm),
3aKpbiBalOTCH YA3BUMOCTN CEPBEPOB.

B nopgobHbIX urpax CTOUT onacaTbCsi HE CTOSbKO CBOMX COMEPHUKOB, CKOSbKO KPaXXW TBOEro Mnaporss, Ha
KOTOPOM OCHOBaHa CUCTEMA aBTOpM3aLMM BOMbLUMHCTBA UTp.

OcHoBHble coBeThbl N0 6€30MacHOCTN TBOErO UIPOBOIO akkayHTa:

1. Ecnwn pgpyron urpok Beget cebs nnoxo unm co3paeT Tebe HenpuAaTHOCTW, 3abrokMpyn ero B cCrmvcke
UrpOKOB;

2. TMoxanywncst agMuHMCTpaTopaM Wrpbl Ha MIIOXOE MOBEAEHWE 3TOr0 WUrpoka, XKenaTerbHO MNPUIOXWUTb
Kakve-TO [oKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nu4yHy0 nHopmMaumio B npodanne urphbl;

4. YBaxawn gpyrnx y4aCTHMUKOB MO UIPE;

5. He ycranHaBnuBam HeouLumanbHble NaT4yu 1 MOAbI;

6. Kcnonb3yii cnoXHble U pa3Hble Naponu;

7. [Oaxe BO BpeMsi WUrpbl HE CTOMT OTKMOYaTb aHTMBMPYC. lMoka Tbl Mrpaellb, TBOW KOMMbIOTEP MOryT
3apasuTb.

PULMHT unn KpaXa JINYHbIX AaHHbIX

OOblyHOM Kpakenm p[eHer W OOKYMEHTOB CEerogHs YXe HWKOrO He YAMBUWbBL, HO C pasBUTMEM
WHTEPHET-TEXHOSTOMUIA 3MOYMbILLIIEHHUKA NEPEMECTUITUCb B WHTEPHET, M MPOAOIKaloT 3aHMMaTtbca "nobrmbiM”
aenom.

Tak nosBMnack HoBas yrpo3a: MHTEPHET-MOLIEHHMYECTBa NNu OULLNUHF, FNaBHas Lerb KOTOPOro COCTOUT
B MOMyYeHUN KOoHMUAeHUManbHbIX AaHHbIX NoOnb3oBaTerien - NorvMHOB W naponen. Ha aHrnuickoMm A3bike
phishing untaetca kak duwuHr (ot fishing - peibHas nosns, password - naponsb).

OcHoBHble coBeThbl N0 6bopbbe ¢ PULLMHIOM:

1. Cneam 3a cBoum akkayHToM. Ecnum Tbl mogo3speBaellb, YTO TBOSA aHKeTa Obina B3anomaHa, TO
Heob6xoaMMo 3abrokMpoBaTh ee 1M coobLWMTb agMUHUCTpaTopam pecypca o6 3TOM Kak MOXHO CKOpee;

2. Wcnonb3yn 6e3onacHble BeO-canTbl, B TOM YXCIE, MHTEPHET-Mara3uHOB U MOWNCKOBLIX CUCTEM;

3. Wcnomnb3ynm crnokHble u pasHble naponu. Takmm ob6pa3om, ecnu Teba B3nomawT, TO
3M0YMBbILLMEHHUKM NONyYaT AOCTYN TONbKO K OQHOMY TBOEMY NPOUII0 B CETU, a HE KO BCEM,;

4. Ecnwu Tebs B3nomanu, To Heob6xoaAnMMO nNpeaynpenuTb BCEX CBOUX 3HAKOMbIX, KOTOpble A0GaBMEHbI Y
Tebs B Opy3bsix, O TOM, 4yTOo Teba B3nomanu n, BO3MOXHO, OT TBOEro MMeHuM OydeT paccbinatbCs crnam u
CCbIJTIK/ Ha (PULLNHIOBbIE CaNThI;

5. YcTtaHoBu HagexHbi naponb (PIN) Ha MOGMNbHBIN TenedoH;

6. OTknoum coxpaHeHne naporns B Opay3sepe;

7. He oTkpbiBam dannbl 1M gpyrve BrOXEHUS B NUCbMax, AaXe €eCcnv OHW MpUWAM OT TBOMX OPY3€en.



Jlyywie yTouHM y HUX, OTNPaBNsAnn i oHn Tebe 3Tn dannel.
Uudbposas penytauusi

LUncdpoBaa penytaums - 93TO HeraTMBHas WM NO3UTUBHas UWHgopmauua B cetn o Tebe.
KomnpomeTupytowasa uHpopmauns, pasMmeLeHHas B MHTEPHETE, MOXET cepbe3HbiM 06pa3oM OTpasnTbCs Ha
TBOEW peanbHoON Xun3HU. "LincppoBasa penytauua" - aTo TBOW UMUOX, KOTOPbIA (bopMUpyeTcs ns uHdopmauunm
o Tebe B MHTEpHeTE.

TBOE MECTO XMTemnbCTBa, y4ebbl, TBOe (PMHAHCOBOE MONOXeHWe, 0COOEHHOCTN XapakTepa M pacckasbl O
Gnun3kNx - BCe 9TO HaKannMBaeTCcs B CETU.

MHorne nogpoCTKM NErkoMbICNIEHHO OTHOCATCHA K nybnukauum nuyHon mHdopmauun B VIHTepHeTe, He
NoHMMas BO3MOXHbIX nNocneacTBUA. Tbl [axe He CcMoxXelwb poragaTtbcs O TOM, 4TO poTorpadums,
pasmMelleHHasa 5 neT Ha3ag, cTana Npu4MHOM oTKasa NpuHATL Tebsa Ha paboTy.

KommeHTapun, pasmelleHne TBoux dhoTorpacpmn n gpyrme OencTBUS MOTYT He MCYE3HYTb Jaxe nocne
TOrO, KaK Tbl UX yAanuib. Tbl HE 3HaeLb, KTO COXpaHun 3Ty UHopmauuio, nonana fv oHa B NOUCKOBbLIE CUCTEMBI U
coxpaHunacbh I OHa, a rmaBHOE: YTO nogymaroT o Tebe okpyxaroLme noan, KOoTopble HanayT 1 yBUAAT 3T0. HanTtu
MHOPMALMIO MHOrO NneT ChycTa CMOXeT nbon - kKak M3 [obpbix nobyxaeHun, Tak U C HaMepeHnem
NPUYNHUTE Bpen,. OTO MOXeET BbITb KTO YrogHo.

OcHoBHble cOoBeTbI NO 3aWuTe LM poBon penyTauuu:

1. MNopymaw, npexae 4em 4To-TO NybnukoBaTb M nepedaBaTb Yy cebs B 6Gnore unu B coumanbHoOW CeTy;

2. B HacTpowkax npodunsa yctaHoBM OrpaHU4EeHns Ha NpoCMOTP TBOEro Npodunsd U ero CoOaepX mumMoro,
caenan ero TonbKo "Aong gpysen”;

3. He pasmewan n He ykasbiBan MHOPMaLMIO, KOTOpas MOXET KOro-nnbo ockopbnatb unu obwkaTb.

ABTOpCKOe npaBo

CoBpeMeHHbIe LUKOMBbHUKN - aKTMBHbIE MONb3oBaTenn UM poBoro npoctpaHcTea. OgHako Aaneko He
BCE 3HAOT, YTO MOMb30BAHME MHOTMMM BO3MOXHOCTAMU LMGPOBOro mupa TpebyeT cobniogeHuss npaB Ha
WMHTEeNMNeKTyanbHy0 COBCTBEHHOCTb.

TepmuH "nHTEnnekTyanbHasd cO6CTBEHHOCTL" OTHOCUTCS K Pa3fIMYHbIM TBOPEHUAM YEr0BEYECKOro yma,
HayMHasi C HOBbLIX WK300peTeHMn M 3HakoB, 06O3HayawLWMXx COOBCTBEHHOCTb Ha MNPOAYKTbI U YyCNyru, u
3akaH4yuBasi kHuramu, cpotorpadmsamMmm, KMHOUNbMamMmn U My3blkanbHbIMWA MPOU3BEAEHUSIMU.

ABTOpCKME NpaBa - 3TO MNpaBa Ha MWHTENnekTyanbHYyl COOCTBEHHOCTb Ha NPOWU3BEAEHUS HayKW,
nutepaTypbl M WUCKyccTBa. ABTOpPCKME MpaBa BbICTyNawT B KayecTBe rapaHTuM  TOro, 41O
WMHTENNEeKTyanbHbIN/TBOPYECKMIA TPy aBTopa He OyaeT HanpacHbIM, JACT eMy CrpaBeAsiMBble BO3MOXHOCTU
3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, NoNyvuMTb M3BECTHOCTb W npu3HaHue. HukTo 6e3 paspell eHus
aBTOpa He MOXeT BOCMPOW3BOAMTbL €ro MNpou3BeAEeHME, PacnpoCTPaHsTb, MNyOGNUYHO [EeMOHCTpMpOBaTh,
npodaBaTb, MMMNOPTUPOBATb, NyckaTb B MpokaTt, NyGnMYHO UCMOMHSATb, NOKa3blBaTb/UCMNONMHATL B 3dMpe Unm
pasmelwlatb B VIHTepHeTe.

Mcnonb3oBaHne "mmMpaTcKoro" nporpamMHOro obecneyeHust MOXeT MPUBECTU K MHOTMM pUCKaM: OT
NoTeEpPU AaHHbIX K TBOMM akkayHTam [0 ONOKMPOBKM TBOErO YCTPOWCTBA, rAe YCTaHOBIEHa HeneranbHas
nporpamma. He cTouT Takke 3abbiBaTb, YTO CYLLECTBYIOT NeranbHble U 6ecnnaTtHble NporpaMmbl, KOTOpble
MOXHO HaWTU B CETMW.



MpunoxeHne N 3



