Iosio:xenne 06 06paGoTke 1 oGecnieyeHnH 6e30MaCHOCTH HEPCOHAIBHBIX JAHHBIX,
o6pabaTbiBaeMbIX B HHPOPMAIHOHHBIX CHCTEMAX MePCOHAIbHbBIX JAHHBIX

1. O01mne mooxeHust

1.1.  Hacrosamee Ilonoxxenue 06 06paboTke U 0OecIeYeHHH 6e30MaCHOCTH
IIEPCOHATIBHBIX ~ HaHHBIX,  0OpabaTbIBaeMbIX B MHG)OPMAIMOHHBIX  CHCTEMAax
IIEPCOHANIPHBIX  TaHHBIX MYHHMIUIAIGHOTO aBTOHOMHOTO 00IIe00pa30BaTEIbHOIO
yupexnenus «Cpennss obmeobpazosarenbHas mkona «Ilerponeym +» r. Ilepmu (naee
— IMonoxenune) paspaboraHo B cootBercTBUM ¢ DenepalbHBIM 3aK0HOM OT 27.07.2006
Ne 152-@3 «O nepcoHalbHBIX HaHHBIX», [TonoxkeHHeM 06 obecredeHn: Ge30IacHOCTH
IIEPCOHANBHBIX ~ JaHHBIX  IpU UX 00paboTke B MHDOPMAIMOHHBEIX  CHCTEMax
IIEPCOHAIBHBIX TaHHBIX, yTBepXKACHHBIM [locTanornennem IlpaBurenscrBa Poccuiickoit
@eneparu ot 01.11.2012 Ne 1119, TlonoxkeHueM 06 0coGeHHOCTIX 0OpaGOTKH
IIEPCOHAIBHBIX TaHHBIX, OCYILIECTBIIEMON 6€3 UCIOIB30BaHUS CPEICTB aBTOMATH3AIUH,
yrBepkaeHHBIM  IlocranoBnenwem  IIpaButensctBa  Poccumiickoit ~ Demeparmu
ot 15.09.2008 Ne 687.

1.2. Hacrosmum IlonoxeHweM ompemensieTcs MOpsmaok o6paGoTKH U 0OeceUeH s
0€30IIacCHOCTH  TIEPCOHANBHBIX JAHHbBIX, MPH MX 00paboTKe B MH()OPMALHOHHBIX
CHUCTeMaxX IEPCOHAIBHBIX HAHHBIX C UCIIOJNIB30BaHHMEM CpEICTB aBTOMAaTH3alldU
1 0€3 UCIONB30BaHNUS CPEICTB aBTOMATH3alldFd B MYHUIMUIIAIGHOM aBTOHOMHOM
obmeobpa3oBaTennbHOM  yupexneHun «Cpennss — o6meoOpazoBarelibHas — LIKOJIA
«IIerponeym +» r. Ilepmu (manee — Ilkoia).

1.3. B HacTosmeM [TonoxxeHnu UCTIONB3YIOTCA CICAYIONTHE TIOHSTHS:

1.3.1. bnokupoBanue mepcoHaATBHBIX JAHHBEIX — BPEMEHHOE IIpeKpalieHne coopa,
CHCTEMATH3alli¥, HAaKOIUIEHUs, WCIOJb30BaHMS, pPACIPOCTPAHEHUsI MEPCOHAIBHBIX
JaHHBIX, B TOM YHCJIE UX IIepeaayH.

1.3.2. HMudpopmaumoHHass  cucTeMa  IIepCOHABHBIX  [NaHHBIX (Hajgee  —
HNudopmarimonHas cucreMa) — HHPOpPMAIMOHHAS CHCTEMa, MPEACTaBIIIoNIIas coOoi
COBOKYNHOCTb IIEPCOHAJIBHBIX JaHHBIX, COJepXamuxcsi B 0a3e [OaHHBIX, a TaKKe
MHGOOPMALMOHHBIX TEXHOJIOTHI ¥ TEXHUYECKUX CPEICTB, MO3BOJISIOMIAX OCYIIECTBIIATh
00paboTKy  TakMxX  NEpPCOHATBHBIX  JAHHBIX  C MCIOJIb30BAHHEM  CpPEACTB
aBTOMaTH3al1K WX 6€3 UCIOJIb30BAHUS TAKHX CPE/ICTB.

1.33. Hcnonp3oBaHuwe IEPCOHANBHBIX  [JaHHBIX —  JIEWUCTBUSA (OIepalyn)
C IEpCOHAJILHBIMM ~ JTaHHBIMH, COBEpIIaeMble ONEepaTOpOM B LENAX  IPHHATHS
pELIEHUM WJIM  COBEPLICHWs WHBIX  JEWCTBUM, NOPOXKIAIIIUX  IOPHINYCCKHE
IOCJIE[ICTBHS B OTHOIICHHUH CYyOBEKTa IEPCOHATBHBIX TaHHBIX WM ApYTUX JIHI JU00
HHEIM 00pa3oM 3aTparvBalOlIMX TIpaBa U CBOOOABI CyOBEKTa IEPCOHAIBHBIX

JaHHBIX WA IPYTHX JIHII.
1.3.4. KoH}uUIEHIHATBPHOCTh  IEPCOHATBHBIX  JaHHBIX —  00sA3aTelbHOE
JJIA CO6JIIOII€HI/I$I OIIEpaTOpOM MJIM HHBIM IIOJIYYHMBIOIHMM JOOCTYIl K IepCcoOHAIIbHBIM



AI@HHBIM JIMLOM TPeOOBAaHHE He JOMYCKAaTh HX PACIPOCTPaHEHHs Ge3 Cornacus cyGbeKTa
[IEPCOHANIbHBIX NAaHHBIX WM HAJIMYHSI HHOTO 3aKOHHOTO OCHOBAHHMSL.

1.3.5. O6e3nuunBaHue MEPCOHATBHBIX JAHHBIX — ACHCTBUS, B pE3yNbTaTre KOTOPBIX
HEBOSMOKHO ONPENENNTE NPUHAJIEKHOCTh IIEPCOHANBHBIX HaHHBIX KOHKPETHOMY
CyOBEKTY MEepCOHANIBHBIX JAHHBIX.

1.3.0. OOpaboTka  MEpCOHANBHBIX  JAHHBIX  —  JEHCTBHS (omeparm)
C IIEPCOHANIBHBIMH JaHHBIMH, BKIIFOYast cOOp, CHCTEMATH3aIIMIO, HAKOIIEHHE, XpaHEHHE,
yTouHeHHe (OGHOBIIEHHE, H3MEHEHHE), UCIIOIb30BAHME, PACTIPOCTPAHEHHE (B TOM YHCIIE
nepesady), 00e3MMuUBanKe, GIIOKUPOBAHHUE, YHIUTOKEHHE IEPCOHATBHBIX JAHHEIX.

1.3.7.  OG6paboTka mNEpCOHANTBHEIX MAHHBIX 6e3 HCIONb30BAHMS CpELCTB
aBTOMATH3allny (Tanee —  HeaBTOMaTW3MpOBaHHBIH cnocob) —  JeicTBHA
C IIEpCOHANPHBIMH NaHHBIMY, TaKHE KaK cOOp, CUCTEMATH3aLusl, HAKOIUIEHHE, XpaHEHHE,
HCIIOJIb30BaHKE, YTOUHEHUE, paclpOCTpaHEHUE, YHHUUTOXKEHHE MEPCOHANBHBIX JaHHBIX
B OTHONIEHMH KaXJOr0 M3 CyOBbEKTOB IEPCOHAIBHBIX JAaHHBIX, OCYILECTBIIIOTCS
IIPU HETIOCPEICTBEHHOM yUaCTHH YEJIOBEKA.

1.3.8. O6mmenocTynHple HepcoHaNbHbIE NaHHEIE — MEPCOHAIbHBIE JaHHbIE, IOCTYyH
HEOTPaHUYCHHOIO  Kpyra JIMII K KOTOPBIM IIPEJOCTaBIE€H C COIVIaCHsA CyOBEKTa
IICPCOHAJIBHBIX NaHHBIX WM Ha KOTOpPBIE B COOTBETCTBHH C (elepalbHLEIMU 3aKOHAMH
HE pacnpocTpaHsaeTcs TpeOoBaHue COOMFONEHHUS KOH(DUIEHIAATEHOCTH.

1.3.9. Oneparop — Illkona, ropunrueckoe WIK HUIMUIECKOE JHIO, OPraHH3YIOLIHE
¥ OCYILECTBJIAIOIIIE 00pabOTKy MEPCOHAIBHBIX JaHHBIX, & TAKXKE OIPEENAIONINe IIeTH
U collepkaHre 06paboTKU MepCOHANBHBIX JAHHBIX.

1.3.10. TlepconampHble naHHble — JH06as HHGOPMALMS, OTHOCSIIALCS
K OIIPE/ICTICHHOMY MJIK  ONpEJIeNIICeMOMY  HA OCHOBAaHMM  Takod  WHGOpMAIMu
usryeckoMy Iy (CyOBEKTy MEPCOHANBHBIX JAHHBIX), B TOM YHCIE €ro bamus,
UM, OTYECTBO, T'OA, MECsII, JaTa M MECTO POXKACHUS, aJpec, CEMEMHOE, COLMAILHOE,
UMYIIECTBEHHOE TOJIOKEHHE, 00pa3oBaHue, IPO(eccHs, JOXOIbl, Apyras HHPOPMAILHS.

1.3.11. PacnpocTpaHeHHe MepCOHANBHBIX NAHHBIX — JEHCTBHS, HaNpaBICHHBIE
Hamiepenayy  IEPCOHANBHBIX  HaHHBIX  ONpeleleHHOMY Kpyry Jmil (Ilepemaya
NEPCOHANPHBIX  [JAHHBIX) MM  HA O3HAKOMJIEHHE  C [IEPCOHANBHBIMH  JaHHBIMH
HCOIPaHUYCHHOI'0 Kpyra JIMI[, B TOM YMCJIE OOHapOAOBaHWE IIE€PCOHAIBHBIX JAHHBIX
B CpelCTBax MaccoBOH UH(OPMAITHH, pasMelneHue B MH()OpPMAIIMOHHO-
TCJICKOMMYHUKALIMOHHBIX ~ CETSAX MM IPENOCTaBIIEHHE JIOCTyNa K IEPCOHAIBHBIM
JaHHBIM KaKUM-JINOO HHBIM CIIOCOOOM.

1.3.12. CnenumanpHble KaTeropuu MepCcoOHANbHBIX JAHHBIX — IEPCOHATbHEIE JaHHbIE,
Kacarolmyecss pacoBOM, HAIMOHAIBHOW NPUHAICKHOCTH, ITOJUTHYECKUX B3IJIAIOB,
PEITUTHO3HBIX WK (QUIOCO(CKUX YOEKIEHHUM, COCTOSHUS 300POBbs, MHTHMHOM KU3HH
CyOBEKTa IIepPCOHAIBHEIX JaHHBIX.

1.3.13. VHuuTOXEHHE MEPCOHANBHBIX JaHHBIX — NEHCTBHS, B Pe3yJIbTaTe KOTOPHIX
HEBO3MOJXXHO BOCCTAaHOBHTBH COJIE€p)KaHHE MEPCOHATBHBIX AAHHBIX B MHPOPMAIMOHHOH
CHCTEME IEPCOHAIBHBIX JaHHBIX MM B pe3yJbTaTe KOTOPBIX  YHHYTOXKAIOTCS
MaTepHuajibHbIE HOCUTEIN IEPCOHATBHBIX JaHHBIX.

2. Ilopsiok 00paGoOTKH MEPCOHATbHBIX JAHHBIX
2.1. OGpaboTka HepcoOHaNbHBIX AaHHBIX B MHE(OpMAIMOHHEIX cucTeMax Kol
JOJDKHA OCYIIECTBIIATECS HA OCHOBE MPUHIIUIIOB:
— 3aKOHHOCTH IIeJled U CocoO0oB  00pabOTKM  TEePCOHATBHBIX  JaHHBIX
U 10OPOCOBECTHOCTH;



—— COOTBETCTBHMA LENeH 0O0pPabOTKM IIEPCOHANBHBIX [JAaHHBIX LIeJIsM, 3apaHee
ONpPENCICHHBIM W 3afBJICHHBIM  NpH cOOpe  MEPCOHANBHBIX  HaHHBIX, 4 TAKKe
[IOJTHOMOYHSIM OIIepaTopa;

— COOTBETCTBH:A 00BEMa M XapakTepa 00paGaThIBAEMBIX MEpPCOHANBHBIX JAHHBIX,
CIIOCOOOB  00pabOTKM MEPCOHATBHBIX IAHHBIX IIEJIAM 00pabOTKH TepCOHATBHBIX
JAHHBIX;

— JAOCTOBEPHOCTH MEPCOHAIBHBIX JAaHHBIX, HX JOCTATOYHOCTH JUIS I[eNei
00paboTKH, HEIOIyCTHMOCTH 00paboOTKH TepCOHANLHBIX JAHHBIX, H36BITOYHBIX
TI0 OTHOIIICHHUIO K LIETISIM, 3asBJIEHHBIM IIpH ¢60pe TIEpCOHANBHEBIX JaHHbIX,

— HEJIOI[yCTUMOCTH OOBEIUHEHUs CO3NAHHBIK I HECOBMECTHMBIX MEXKIY COBOi
Lienel 6a3 JaHHBIX HHGOPMAITHOHHBIX CHCTEM [IEPCOHAIBHBIX TaHHBIX.

2.2. O6paboTKa MepCOHANBHBIX JAHHBEIX B Hudopmanmonnsix cucremax IIIKossl
MOXET ~ OCYWIECTBIATHCSA ~ ONEPaTOpOM  C MHCBMEHHOTO  COIVIachs  CyOBEKTOB
[ICPCOHAJIPHBIX TAaHHBIX, 32 UCKIIFOYEHHEM CIIEAYFOINX CIy4aeB, KOra TAKOIO COTIacHsl
He TpeOyeTcs, eciu:

— 00paboTKka IepCOHANBHBIX  JAHHBIX  OCYIIECTBIAETCS  HA OCHOBAHHH
(bemlepabHOTO  3aKOHA,  YCTAHABIMBAIOIIETO & LEIb, YCIOBHSA  IONyYCHHS
TIEPCOHANBHBIX NAHHBIX U KPYT CYOBEKTOB, IEPCOHATBHEIE JAHHBIE KOTOPHIX MOIEKAT
00paboTKe, a TaK)Ke OMPEEIIIONIEro OTHOMOYHS orneparopa,

— 00paboTKa IepCOHANBHBIX JAHHBIX OCYIIECTBIAETCS B HENSX HCIIOTHEHUS
AOrOBOPA, OJIHOH U3 CTOPOH KOTOPOTO SABISETCS CyOBEKT MEPCOHATBHBIX JAHHBIX,

— 00paloTKa MepCOHANBHBIX JAHHBIX OCYIIECTBISETCS UIS CTATMCTHYECKHX HITH
VHBIX HAy9YHBIX LENeH IIPH yCIOBMH 00S3aTeNBHOTO OGE3MYMBAHMSA TIEPCOHATbHBIX
JaHHBIX;

— 00paboTKa IIepCOHAIBHBIX JAHHBIX HEOOXOIMMa IS 3allHThI KH3HH,
3AOPOBBA MIIM MHBIX XXM3HEHHO Ba)KHBEIX MHTEPECOB CyOhEKTa IEPCOHAIBHBIX IAHHEIX,
€CJIY MOy YCHHE COTJIacHs CyOBEeKTa NepCOHANBHBIX JaHHBIX HEBO3MOXKHO.

2.3. O6paboTKa OmEpPaToOpoM CIIELHAIBHBIX KaTeropuil IIEpCOHAIBHBIX JAaHHBIX
B MiHGopMamonHsIx cructemax [IIKONBI TOMYCKAeTCs eCiu:

— CyOBeKT mNepCOHANbHBIX [aHHBIX AN COLNIACHE B MACHMEHHOH dopme
Ha 00paboTKy CBOMX MEPCOHANBHBIX JAHHBIX;

— MICPCOHANIBHBIE IAaHHBIE ABJIAIOTCS OOMIENOCTYIHEIMHY;

— TCEpCOHATBHBIC JaHHBIE OTHOCATCS K COCTOSIHHIO 37I0pOBbS  CyOhEeKTa
IIEPCOHANIBHBIX ~ TaHHBIX U WX 00paboTka HeoOXOomMMa Ul 3alMTHl  er0 KH3HH,
3M10POBBS MW WHBIX KU3HEHHO BaXXHBIX MHTEPECOB JIHOO KHU3HHM, 3[0POBbS MIIH HHBIX
KA3HCHHO Ba)XHBIX MHTEPECOB JApYrMX JIHI, M IOJNyY4eHHE COIIacus CcyObeKTa
IIEPCOHAIBHBIX JAHHBIX HEBO3MOKHO;

—  0o0pa0oTka  MEpCOHAIBHBIX  [aHHBIX  OCYIIECTBISETCS B MEIUKO-
NPO(HUIAKTHYECKHX LEJIAX, B LEIIX YCTAHOBICHHUS METUIIHHCKOTO JUarHo3a, OKa3aHUs
MEIMIMHCKAX ¥ MEMKO-COLUANBHBIX  YCIyl  IPH YCIOBHH,  9TO 06paboTKa
HEPCOHAIBPHBIX AHHBIX OCYINECTBIIAETCS JIMLIOM, MPOGECCHOHANBHO 3aHUMAOITIMCS
MEMIMHCKON IESTENIbHOCTRIO ¥ OOS3aHHBIM B COOTBETCTBHH C 3aKOHOIATENHCTBOM
Poccutickoit @eneparmu coxpassiTh BpayeOHyI0 TaiiHy.

2.4. Bcmyyae ecimd omepatop Ha OCHOBAHHH JIOroBOpa IOopy4daer o0paboTKy
TICPCOHANIBHBIX NaHHBIX APYTOMY JIMIlY, CyIIECTBEHHBIM yCIOBUEM JOrOBOpA SBJIAETCS
0053aHHOCTh 00€CIeUeHHs YKa3aHHBIM JIMLOM KOH(QUICHIMATLHOCTH HEPCOHATBHBIX
JIAHHBIX Y 0€30MIaCHOCTH ITEPCOHATBHBIX JAHHBIX IIPH HX 06paboTKe.



2.5. Omeparop, HONyYarOlMii JOCTYI K IIEPCOHATBHBIM TTAHHBIM, JOJDKEH
obecreunBaTh KOHQUICHIMATEHOCTD TAKHX JaHHBIX, 33 HCKTIOUCHHEM ClIy4aes:

— B CIly4ae 00e3MYMBaHUS IEPCOHATBHBIX TAHHBIX;

— B OTHOLICHUH OOLIEIOCTYIHBIX IIEPCOHATBHBIX JdHHBIX.

2.6. O6paboTKa HepCOHANBHBIX NaHHBIX B MH(pOpMAHOHHEIX cucTeMax LIIKOJIEI
OCYMIECTBJIACTCS TOJBKO C COINIACHS B MMCHMEHHOH (hopMme CyObeKTa IEpCOHANBHBIX
AQHHBIX, 34 UCKIFOYEHHEM CIIy4aeB, IPENyCMOTPEHHEIX (elepalbHBIMU 3aKOHAMH,
KOTOPRIMH  [IPETyCMATPUBAIOTCS CIydad O00s3aTENIBHOIO IPENOCTaBIEHHS CYyOBEKTOM
IICPCOHAIBHBIX JaHHBIX CBOMX IIEPCOHAIBHBIX JAaHHBIX B [EJIAX 3allUTHl OCHOB
KOHCTHUTYLIMOHHOTO CTPOsi, HPAaBCTBEHHOCTH, 30POBbS, IIPaB U 3aKOHHBIX HHTEPECOB
ApYTHUX JIUL, 06ecredeHuss 0G0pOHBI CTpaHbl U 6€30MacHOCTH rocyaapcTna.

2.7. IluceMeHHOE cornacue CyObeKTa epCOHANBHBIX JaHHBIX HA 00paCoTKy CBOHX
NICPCOHATIbHBIX NaHHBIX B MHpOpMamuoHHBIX cucTeMax IIIKONBI MOJDKHO BKJIFOYATh
B ce0s:

— Gamwmio, UMd, OTY4ECTBO, anpec CyOBeKTa MEpPCOHATBHBIX JAHHBIX, HOMEpP
OCHOBHOTO ITOKYMEHTA, YIOCTOBEPSIOILIETO €ro JUYHOCTh, CBEIACHMS O JaTe BBIOAYH
YKa3aHHOT'O TOKyMEHTa U BBIJIABLIEM €TI0 OpraHe;

— HamMeHOBaHWe ((haMHIIMIO, UM, OTYECTBO) M apec oIeparopa, IOJIy4aroIiero
cornacue CyOheKTa IepCOHALHEIX JaHHBIX,

— LeNb 00pabOTKU MePCOHANBHBIX NaHHBIX,

— IEpeHCHb MEPCOHANBHBIX NaHHBIX, Ha 00pabOTKy KOTOPBIX JA€TCi COINIacHe
CyOBeKTa IepCOHAILHEIX JaHHBIX,

— TICPEYCHb JIEHCTBHM C [EPCOHATBHEIMU [aHHBIME, HA COBEPIICHHE KOTOPBIX
laeTCsl CcOoTyacHe, Obliee ONMMCAHME HCIIONB3YEMBIX OIEPATOPOM CIOCOGOB o6paboTku
NE€PCOHAIBHBIX JTAHHBIX;

— CPOK, B TCUCHHE KOTOPOI'0 ACHCTBYET COITIACHE, a TAKXKE IOPSAIOK €r0 OT3hIBA.

2.8. O6s3aHHOCTB IIPENOCTABUTH J0KA3aTEIbCTBO IIOJIy4eHusl coryiacus cyObekTa
TIEPCOHATIBHBIX ~ TAHHBIX Ha O0pabOTKy ero MepCOHATbHBIX MJaHHBIX, a B CIIydae
00paGOTKH OGIIENOCTYIHBIX MEePCOHAIBHBIX JAHHBIX B HNHpopMalmoHHBIX CHCTEMaX
IIxoel 0653aHHOCTE TOKA3BIBAHHS TOTO, UTO o6pabaTbiBaeMBble TIEPCOHANLHEIE JaHHBIE
SABIISFOTCS OOILENOCTYIHEIMH, BO3JIAraeTcs Ha oleparopa.

2.9. Bciydyae Hemeecroco6HOCTH cyObekTa INEPCOHAIBHBIX JaHHBIX COTJIacHe
Ha 00paboTKy ero NepCOHATBHbIX JaHHEIX B Hudopmanmonnsx cucremax 11Ikomsl gaer
B MACbMEHHOM ()OpMe 3aKOHHBIH [PEACTaBUTENh CyOheKTa [IEPCOHATIBHBIX JAaHHBIX.

2.10. B cmyuae cmeptu cy6bekTa IIePCOHANBHBIX JaHHBIX COIVIACHE Ha 00paboTKy
CTO IICPCOHANBHBIX ~ MaHHbIX B MHpopMammoHHBIX  cucTemMax  LIIKoibl  maroT
B MUCbMEHHOH (GOpMe HACIeNHWKH CyOheKTa IepCOHANBHBIX IAHHBIX, ECIH TAKOe
cornacue He ObUIO JaHO CyOBEKTOM IEPCOHANBHBIX JAHHBIX IIPH €r0 KU3HHU.

2.11. CyOBeKT NepCOHANbHBIX MAHHBIX HMEET NpaBO Ha IIOJIy4YEHHUE CBEACHHI
00 06paboTKe CBOMX MEPCOHATBHBIX NAHHBIX B Hudopmanmonnbix cucremax I1Ikodbl,
aomnepatop 00sd3aH WX IPEJOCTaBUTH B COOTBETCTBHM CO cTaTbaMu 14 20
®enepanbHOro 3akoua ot 27.07.2006 Ne 152-®@3 «O MEPCOHAIBHBIX TaHHBIX).

3. MepslI 1o oGecnedennIo 6e30MacHOCTH MEePCOHAJIbHBIX JaHHBIX
IpH HX 00paboTKe
3.1. Be3onacHOCTb MEPCOHANBHBIX NAHHBIX, obpabateBaeMbIX B MH(bOpMAIMOHHEIX
cucremMax Illkosel, mocTHraeTcs myTeM HCKIFOUEHHS HECAHKIIMOHUPOBAHHOTO,
B TOM HHCII€ CITy4aHHOrO, NOCTyNa K IIePCOHAIBHBIM JaHHBIM, PE3yTbTaTOM KOTOPOrO



MOXCT  CTalb  yHHYTOXKCHHE,  H3MEHEHME,  OJIOKHPOBAaHHE,  KOIHPOBAHHE,
paclpOCTpaHCHHE MEPCOHANBHBIX NaHHBIX, & TAKXKE HHBIX HECAHKIMOHMPOBAHHBIX
JEUCTBUA.

3.2. Jlng obecrieuenrss 6€30mMacHOCTH IIEPCOHANIBHBIX JTaHHBIX IIPH UX 00paboTKe
B MH(popMammoHHbIX crcTemax I1IKOMBI OCYIECTBSETCS 3aIMTa:

— HH(OpMaLKH, 06pabaThiBAEMOM C HCIIONB30BAHAEM TEXHIHUECKHX CPEICTB;

— uHbOpManuH, comepxKaieiics Ha 6yMasKHOM, MarHMTHOM, MarHUTHO-OIITHYECKOM
U HHOH OCHOBE (HOCHTEJISX ).

3.3.  Pabotel  mo oGecmeyeHHMI0  GE30MAaCHOCTH [IEPCOHAIBHBIX  JAHHBIX
Ipy uX 00paboTke B MHbopMammonHbx crucTeMax I1Ikombl SBISIOTCS HEOTHEMIIEMOR
4acThi0 paboT 1o coznanuio MHGpOPMALHOHHEIX CHCTEM.

3.4. HHbOopMaIMOHHBIE CHCTEMBI [Ixomel KIACCHUIUPYIOTCS OIEPATOPOM.
IlpoBenenne kmaccudukanmm MHPOPMALHOHHBIX CHCTEM onpeneneHo Ilopsmkom
IPOBENICHU  KIIaCCHGUKAIMKM HHOOPMAIMOHHBIX CHCTEM II€PCOHAIBHBIX JAaHHBIX,
YTBEPXKJCHHBIM COBMECTHBIM TpuKkazoM PenepanbHOM CIIyKObI [0 TEXHHYECKOMY
U SKCIIOPTHOMY ~ KOHTpomo, ®DenepanbHod Ciny:k0bl  6Ge3omacHOCTH Poccuiickoii
Oenepanuu.

3.5. OGMeH nepcoHanbHEIMA [aHHBIMH TIPH HX 06paboTKe B WHbopmManrnoHHBIX
cucremMax  IlIkomel  ocymiecTBisieTcs Mo KaHaTaM  CBSI3W,  3all[UTa KOTOPBIX
obecrieyrBaeTCs MyTeM Peai3aliy COOTBETCTBYOMAX OPraHU3aMOHHBIX Mep U (HUIn)
ITyTEM IPUMCHEHUA TEXHUYECKUX U IIPpOrpaMMHBIX CPEIACTB.

3.6. Pasmewmenune Hudopmarmonnsix cucreM I1IKONEL CreHaibHOe obopynoBaHHe
M OXpaHa IIOMEIICHUH, B KOTOPBIX Befercss paboTa ¢ MepCOHAIBHBIMH JaHHBIMH,
OpraHmsalus pexuMa oOecredeHus] 6e30MacHOCTH B 3THX IOMELICHHSX JOJIKHEI
00ecreunBaTh COXPAHHOCTH HOCHTENEH NIEPCOHAIBHBIX JaHHBIX W CPEICTB 3alllUTHI
UHpOpMAIWH, a TaKkxe UCKITIOYaTh BO3MOXKHOCTb HEKOHTPOJIUPYEMOTO
IIPOHVKHOBEHMS U MPEObIBAHMS B 3THX MOMEMIEHUIX IIOCTOPOHHHX JIHII.

3.7. be30nacHOCTh HepPCOHANBHBIX JAHHBIX IPU HX obpabotke B MHGOPMAIIHOHHBIX
ciuctemax Ilkonsl obecnedynBaeT OIeparop MM JIHMIO, KOTOPOMY Ha OCHOBAHHH
AOroBopa oOmepaTrop mopy4aeT oOpabOTKy IepCoHaJ bHBIX JaHHEIX (Jamee —
YnonHoMouenHoe HIo). CyIIECTBEHHBIM YCIOBHEM JOroBopa sBJsieTcsl 00A3aHHOCTh
YHoIHOMOYEHHOrO JHIa 06GeceunTs KOH(QUIEHIINATBHOCTD IIEPCOHANBHBIX JAHHBIX
¥ 0E3011aCHOCTh  IEPCOHATBHBIX  JaHHBIX Ipy UX 00paboTke B HH(DOPMAIHOHHOM
CUCTEME.

3.8. Ilpm 06paGoTKe mepCOHANBHBIX MaHHBIX B MH(DOPMALMOHHBIX CHCTEMAX
[Ixosel 6e30macHOCTL 06ecIeunBaeTCs:

—  TpPOBCNCHHEM  MEpPONPUSITHH,  HaNpaBICHHBIX  Ha MPEAOTBpAIECHHE
HECaHKIIMOHUPOBAHHOIO  IOCTyNa K MEPCOHANBHBIM HAaHHBIM | (WJIH) Iepenayu
UX JIMaM, HE HIMEIOIIHMM [IpaBa JOCTYyIIa K TaKO# HH(pOpMAlLHH;

— CBOCBPEMEHHBIM OOHapyeHHeM (aKTOB HECAHKIMOHHPOBAHHOIO JOCTYIIA
K IIEPCOHAIIbHBIM JaHHEIM;

— HEJONYIICHUEM BO3[ECHCTBUS Ha TEXHHYECKUE CpPEICTBa aBTOMATH3MPOBAHHOM
00paboTKH TEPCOHAIBHBIX JAHHBIX, B PE3YJIbTaTeé KOTOPOrO MOJKET OBITH HapyIIEeHO
uX QyHKIIMOHUPOBAHUE,

— BO3MOXHOCTBIO HE3aMEUIUTEIBHOTO BOCCTAHOBJICHHS IMEPCOHANBHBIX JAHHBIX,
MOIU(DULMPOBAHHBIX WU YHHUUYTOXKEHHBIX  BCJIEACTBME  HECAHKLMOHHUPOBAHHOTOQ

AOCTYyIIa K HUM;,



—  IIOCTOSIHHBIM ~ KOHTpPOJIEM  3a o0eclieueHHeM YPOBHS  3alIULIEHHOCTH
IIEPCOHAIbHBIX TAHHBIX.

3.9. 3ammra nepcOHANBHBIX [aHHBIX, OOpaGaTeiBaeMas B MHDOPMAIHOHHBIX
cuctemax  Illkombl, o6ecnieumBaercss 3acuer cpeacts  I1IIKOMBI B IIOpSIKE,
YCTQHOBJIEHHOM (elepalbHBIMH 3aKOHAMH.

3.10. Moctyn corpynnukoB IIIKombl K MepcOHANBHBIM JAHHBIM, 00paGaThBAEMBIM
B MH(opManuoHHbIx cuctemax 11IKOMBI, IS BEIIOIHEHHUS CBOMX

JOJDKHOCTHBIX 00A3aHHOCTEH IPOM3BOIUTCS K COOTBETCTBYIOIIMM MEPCOHATBEHBIM

JaHHBIM HA OCHOBAHWH CIIUCKa, yTBEPKICHHOTO OIIEPATOPOM.

4. OcoGeHHoCTH 06PaGOTKH NEPCOHANLHBIX IAHHBIX, 0CYILECTBIISIEMBIX
0e3 MCIoIb30BaHUS CPEACTB ABTOMATH3AIHH

4.1. ITepconanbHbie JlaHHbIE IIpH uX 06paboTke, OCYILIECTBIIAEMOM
HeaBToMaTH3upOBaHHEIM CIIOCOGOM, IOJKHBI 060COGIATECS OT MHOM HH(pOPMALMH,
bukcanueit UX Ha OTJENbHBIX MaTepUanbHbBIX  HOCHTEJIIX NEPCOHAIBHBIX
NaHHBIX (Janee —  MarepuanbHble HOCHUTEIIN ), B CIIELIMATIBHBIX  pasfenax
KHHT (3KypHAJIOB) MM Ha OJSIX (hopM (6I1aHKOB),

4.2. Ilpu QukcalMy IEPCOHANBHBIX [OaHHEIX Ha MaTepHaTbHBIX HOCHTEISIX
HE JIOIyCKaeTCst hMKcalys Ha ONHOM MaTepUalbHOM HOCHTENe IePCOHANBHBIX JAHHbIX,
Iend oOpaboTKH KOTOPBIX 3aBEAOMO HE COBMECTHMEL [ 06paGOTKM pa3iIMuHBIX
KaTeropudl TMEPCOHANBHBIX JaHHBIX, OCYyIIECTBIsieMol HeaBTOMaTH3MPOBAHHBIM
CIIOCOOOM, [T KayKJIOM KaTerOpUH IEpCOHANBHBIX JAaHHBIX JODKEH HCIOIb30BATHCS
OTAEIbHEIN MaTepruanbHbIiA HOCUTEID.

4.3. llpu UCIIONBE30BaHUH TUIOBEIX (POPM JOKYyMEHTOB, XapakTep HH(OPMALHH
B KOTOPBIX  MNpEATNoJIaraeT MM  JOIyCKaeT  BKIIOYEHHE B HUX IIEPCOHATBHBIX
JaHHBIX (nanee — Tumosas hopma), TOIKHBI COGMIONATECS CIIEAYIOIINE YCIIOBHSL:

4.3.1. TumoBas  dQopmMammu  cBA3aHHBIE  C Hel JOKYMEHTHI (MHCTPYKIHS
I10 €€ 3aII0JTHEHUIO, KapTOYKH, PEECTPHI U XKy PHAIIBI) IOJDKHBI COMEPKATh:

— CBEICHUS O IenH OOpabOTKM MEepCOHANBHBIX MNAHHBIX, OCYIIECTBIISEMOM
HeaBroMaTH3upoBaHHEIM CII0CO60M;

— ¥Ms (HaMMEHOBaHHUE) U aJIpec OlepaTopa;

— (paMmITHIO, IMS, OTYECTBO U afipec CyOBEKTa MepCOHATBHBIX NaHHBIX,

— MCTOYHHMK IIOJIyYEeHHS MTEPCOHANBHEIX JaHHEIX;

— CpPOKH 06pabOTKH MEePCOHANBHEBIX JaHHBIX;

— IIepeYeHb IEHCTBHUM C IEPCOHATBHBIMU JAHHBIMH, KOTOpPBIE OyIyT COBEPIIATHCS
B IIpoLiecce uxX 06paboTKu;

— OO0llee ONMHMCAaHHE WCHOJb3YEMBIX OIIEPATOPOM  CIIOCOOOB  06pabOTKH
IIEPCOHAIIBHBIX JTAHHEIX.

4.3.2. TumoBas ¢opMa [IODKHA MpedyCMaTpHBAaTh IOJE, B KOTOPOM CyOBEKT
NICPCOHATIPHBIX JTAHHBIX MOXXET IIOCTABUTh OTMETKY O CBOEM COIJIACHH Ha 006paboTKy
IIEPCOHATIBHBIX JAHHBIX, OCYLIECTBILIEMYI0 HeaBToMaTH3HpOBAHHEIM CIIOCOOOM.

4.3.3. Tunosas ¢opma HODKHA OBITH COCTaBIEHA TAKMM 006pa3oM, 4TOOH! KayKIbIi
U3 CyOBEKTOB  NEPCOHANBHBIX  [aHHBIX, COJEpKAIUXCA B JOKYMEHTE, HMel
BO3MOJKHOCTb O3HAaKOMHUTBCS CO CBOMMH MEPCOHATBHBIMEM JAaHHBIMH, COJEPIKAIIAMHUCS
B IOKYMEHTE, HEC Hapyuias IpaB ¥ 3aKOHHBIX HHTEPECOB  HHBIX CY6’B€)KTOB
IIEPCOHAJIbHBIX JIaHHBIX.




4.3.4. Tunosas $opMa JOIKHA UCKIIOYATh 0ObEIUHEHHE TOJIEH, [IpeIHAa3HAYEHHBIX
AL BHECCHUSI TICPCOHANBHBIX  JAHHBIX, LENH 0OpabOTKM KOTOPHIX  3aBEIOMO
HE COBMECTHUMBEI.

4.4. Ilpu HECOBMECTUMOCTH  Liejei 00paboTKM  MEPCOHANBHLIX  JAHHBIX,
3a(pUKCUPOBAHHBIX HA OHOM MaTepHaIbHOM HOCHTENE, eCiy MartepuanbHEIf HOCHTEND
HE II03BOJIACT OCYINECTBIATh 00pabOTKY IEPCOHAIBHBIX NAaHHBIX OTAEIBEHO OT IPYIHX
3a)UKCHPOBAHHEIX Ha TOM K€ HOCHTENe IIepCOHANbHBIX JAHHBIX, JOJKHBI OBITH
IPUHSATHL MEPBI 110 0OECTIEYEHHIO Pa3LIeNbHON 06pabOTKH I1epCOHANBHBIX JAHHBIX:

4.4.1. IIpy HEOOXOAUMOCTH HCIONB30BAHKS HIIH pacIpOCTpaHEHUsl OIPEaETEHHBIX
TICPCOHAIILHBIX ~ NAHHBIX OTAENBHO OT HAXOJAIIMXCS Ha TOM ke MarepraabHoM
HOCHTEIE ~ ApYrWX  INIEPCOHANBHBIX  [JAaHHBIX  OCYINECTBISIETCA  KOIMPOBAHHE
IIEPCOHATIbHBIX ~ TAHHBIX, TOMJIEXKAIIMX PACIPOCTPAHEHHUIO HIH  KCIOJIBE30BAHMUIO,
CTOCOBOM, HCKITIOYAOIIEM OJHOBDEMEHHOE KOIHPOBAHHE IIEPCOHATBHBIX NAHHBIX,
He MOJUIeXKaII1X PacIpoCTpaHEHHIO U UCTIOIb30BaHHIO,
H MCTIOJIB3YeTCsl (PaCIpOCTPAHSETCsT) KOMHS IEPCOHATBHBIX TaHHbIX.

4.4.2. IIpu HEOOXOMMOCTH YHHYTOKEHHMS MU OJI0KUPOBaHUS YaCTH HEePCOHATLHEBIX
JAHHBIX YHHUYTOXAETCS HITH Onokupyerca MarepuanbHbIi HOCHTEIb
C IIPCIBAPUTEITBHBIM KOIIMPOBAHWEM CBEJICHMM, HE IOJUISKANIUX YHHYTOKEHHIO UIU
OJIOKHPOBAaHHIO,  CIHOCOGOM,  HCKITFOYAROIIMM OJHOBPEMEHHOE  KOIMPOBAHUE
IIEPCOHAITPHBIX NaHHBIX, TOJJICKAIIUX YHUYTOKEHHUIO WK GIIOKUPOBAHHIO.

4.5.  VYHuuTOXeHHWE MM  OGE3NMYMBAHME YACTH  [EpPCOHAIBHBIX  JAHHBIX,
©CITH 3TO IOIyCKaeTcst MarepuanbHbIM HOCHUTENIEM, MOYKET IPOHM3BOIMUTHCS CIIOCOGOM,
HCKIIOYRIOIIMM JATbHEHIIYI0 00paboTKy 3THX II€PCOHAIBHBIX JaHHBIX C COXpPAaHEHHEM
BO3MOXHOCTH 0OpabOTKM WHBIX JAHHBIX, 3a(MKCHPOBAHHEIX HA MATEPHAILHOM
Hocurene (yAaneHue, BIMapEIBaHHUe).

4.6. IlpaBuna, mpemycMmoTpeHHBle TyHKTaME 4.4 u 4.5 HACTOAIIEro ITonoxenwus,
TIPUMEHAIOTCS. TAKXKe B ClIydae, eCId HeOOX0AMMO 00eCTIeunTh pasieNibHy0 00paboTKy
3a(I)I/IKCI/IpOBaHHBIX Ha OJHOM ].\/IaTepI/IaJIBHOM HOCHUTECJIE IECPCOHAJIBbHbBIX OAaHHBIX
¥ MHGOPMAIHH, He ABIAIOMIEHCS HePCOHATLHBIME JaHHBIMH.

4.7. YTOUHEHHE IEPCOHATBHBIX JAHHBIX TIPH OCYILECTBICHHH UX 06paboTku

HeaBromatnsnpoBaHHEIM ~ CIOCO6OM — MPOH3BOIUTCS IIyTeM OOHOBIICHUS WIH
M3MCHCHUsS. ~ NaHHBIX Ha MarepualbHOM  HOCHTENE,  a €CIIH 3TO He JOIMyCKaeTcs
TeXHUYECKUMU  OCOOCHHOCTSMH ~MATEPHAaIbHOIO HOCHTENS, — IIyTeM (DHKCALHH
Ha TOM K€ MaTEpHUaIbHOM HOCHTEJIE CBEACHHUNM O BHOCHMBIX B HUX U3MEHEHMSX JINOO
II[yTEM  H3rOTOBJIEHHMA  HOBOTO  MAaTEpHAIBHOTO  HOCHTENS  C yTOUYHEHHBIMH
MIEPCOHATIBHBIMHU JAaHHBIMH.

4.8. O6paboTKa IepCOHANBHBIX JAHHBIX, OCYLIECTBISIEMAT HeaBromaTn3upoBaHHBIM
CITOCOOOM, JIOJDKHA IIPOM3BOAUTHCS TAKHM o06pa3oM, YTOOBI B OTHOIUEHMH Ka)KIOU
KaTerOpuM TIePCOHANBHBIX JIaHHBIX MOMKHO OBLIO ONpPENEeNIUTh MeCTa XpaHEHHMS
NEPCOHATILHBIX TAHHBIX (MaTepuanbHEIX HOCHTENEH) M yCTAHOBHTH II€pEYeHb JIHII,
OCYIUECTBIIIOMIMX 00paboOTKy MepPCOHAIBHBIX JAHHAIX JIHO0 HMEFOIUX K HUM JIOCTYIL.

4.9. Heobxomumo  obecreunBaTh  pasieNbHOE  XpaHEHHE I[IEPCOHAIBHBIX
AiaHHBIX (MaTepuanbHeX — HOcHTeled), 06paGOTKAa  KOTOPBIX — OCYILECTBISETCS
B Pa3/IMYHBIX IENSX.




S. OGS132aHHOCTH JTHL, HMEIOIIHX TOCTYII K MEePCOHAIbHBIM AAaHHBIM

5.1. OtBeTcTBEeHHOCTH 3a O6eceueHne 6e30MaCHOCTH IIEPCOHAIbHBIX JaHHBIX
M HaINIEKalMi  pexuM  pabotel MHpopManuoHHEIX crcteM LIIKOMBI BO3IAraeTes
Ha pykoBoautens IIIkobr.

5.2. BcBoeit paGotre corpymmmkm  Illkomsr, OOMIyIIEHHBIE K 00paboTKe
HICPCOHANBHBIX ~ MaHHBIX B MHpOpManuoHHEIX  cucTeMax — IIIKOMbL,  JOJDKHBI
PYKOBONICTBOBATbCs TPEOOBaHMAMM  (he/lepalbHBIX 3aKOHOB, HOPMATHBHO-IIPABOBBIX
AokymenToB IlpaBurensctBa Poccuiickoit ®eneparuy, DenepanbHON  CITyXKOBI
TTO TEXHHYECKOMY U 3KCIIOPTHOMY KOHTpoimo, MenepanbHoil CTyx6b Ge30macHOCTH
Poccuiickoii ®eneparun, MunucrepcTBa MHGOPMAIMOHHBIX TEXHOJNOTHM M CBA3M
Poccuiickoit  ®emepammu, a Taxke HacTosmuM  IlonoxeHueM W WHCTpyKIHEH
TI0JIB30BaTeIs 110 3alluTe IIEPCOHATILHEIX JAHHBIX, o6pabaThIBaeMBIX
B MHdOpManHoHHEIX cHcTeMaXx.

5.3. B IOWKHOCTHBIE HMHCTPYKIMM COTPYZHHKOB IIkombl, yHmOJTHOMOYEHHBIX
Ha 00paboTKy NepCOHANBHBIX JaHHEIX B MH)OPMAITHOHHBIX CHCTEMAX IIxoJIBI, JOMKHBI
OBITh  BHECEHBI  OOS3aHHOCTH O HEOOXOOUMOCTA  BBIMOJHEHHS TpeOoBaHMIA
10 0becneYeHnIo 6e30MacHOCTH 06paGaThiBaeMBIX HMH IEPCOHATBHBIX JaHHBIX.

5.4. OrtsercTBeHHBIN 3a ObecreueHre 6e30MaCHOCTH [IEPCOHAIBHBIX JTaHHBIX
B Illkone pyKOBOACTBYeTCS B CBOEH eSTeNBHOCTH HHCTPYKIMEH OTBETCTBEHHOI'O
3a obecrneueHne  GE30MACHOCTH IIEPCOHATIBHBIX ~ [aHHBIX,  0OpabaThIBaeMBIX
B MHDOopManmonHsix crucremax I1IKOITE.

5.5. Tlpu o6HapyXeHHM HapyIIeHw: [IOpsAZIKa IPEJIOCTaBIECHUS MEPCOHATBHBIX
J@HHBIX, 0OpabatbiBaeMblX B MHpOpManHOHHEIX cHcreMax  LIIKOMb, oIeparop
HE3AMEIUIMTEIBHO  MPHOCTaHABIIMBAET MPENOCTABICHHE IIEPCOHAIBHBIX  JAHHBIX
nosb3oBaressiM Muadopmanionsbix cucteM 111kosl 10 BBIABICHHS [IPHYUH HapyLIeHHUH
U yCTPAaHEHHUS STHX [IPUYHH.

5.6. 3a HapyIIeHHe HOPM HACTOSIIEro I10NOKeHH s, a TAKKe (beneparbHBIX 3aKOHOB,
PETTIAMEHTHPYIOIIUX MOPANOK 00paboTKK H obecIieyeHns Ge30MacHOCTH HepCOHAIBHBIX
AAHHBIX, COTPyAHMKH LIIKoibl, momymieHHBIE K paboTe C MepCOHATBHBIME IAHHBIMH
B MHbopMaImonHsIx CHUCTEMax ko1, HECYT I'pakIaHCKO-IIPaBOBYIO,
aIMUHHUCTPATHUBHYIO, YTOJIOBHYTO U TUCLUIUIMHAPHYTO OTBETCTBEHHOCTh
B COOTBETCTBUH C JAECUCTBYIOIIUAM 3aKOHOAATETHCTBOM.




